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Evaluation Metrics for Adversarial Robustness Based on the
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Abstract: The adversarial robustness of deep learning models is crucial for the development of trustworthy artificial
intelligence. The research field widely adopts adversarial attack methods to indirectly evaluate the adversarial robustness of
models. However, such methods rely on specific adversarial attack methods and levels of adversarial perturbations, failing
to reflect the essential characteristics of models. Meanwhile, the few existing indicators that directly assess model adversari-
al robustness require prior knowledge of adversarial perturbations or assume that training data follows a specific distribu-
tion, limiting their applicability. In response to these challenges, starting from the intrinsic characteristics of models, this pa-
per proposes a simple and effective adversarial robustness evaluation metric, DBSE. This method exploits the correlation be-
tween adversarial robustness and decision boundary smoothness, proposing a decision boundary sample sampling strategy
to approximate and characterize the actual decision boundary of the models by obtaining samples about the decision bound-
ary. Then, singular value decomposition is used to extract spatial structural information of the decision boundary, and Shan-
non entropy is employed to quantify the distribution of variations in various directions, thereby forming the adversarial ro-
bustness evaluation metric DBSE. Experimental results demonstrate that DBSE outperforms representative evaluation met-
rics such as ASR(Attack Success Rate), EBD(Empirical Boundary Distance), ACTC(Average Confidence of True Class),
ACAC(Average Confidence of Adversarial Class), MP(Minimal Perturbation) and ROBY in terms of independence, effec-
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tiveness, and efficiency, and reduces time consumption by 55% compared to EBD.
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